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PREFACE

This document deals only with operations and capabilities of the®G&eCryptographic Module in the
technical terms of a FIPS 12Q&ryptographic module security policy. More inf@tion is available on
the LunaG5and other SafeNet products from the following sources:

1 The SafeNet internet site contains information on the full line of security products at
http://www.safenet-inc.com.

9 Foranswers to technical or sales related questions please refer to the contacts listed below
or on the SafeNet internet site attp://www.safenet-inc.com/contactus/.

SafeNet Contact Information:

SafeNet, Inc. (Corporate Headquarters) 4690 Millennium Drive
Belcamp, MD 21017

Telephone: 410-931-7500
TTY Users: 800-735-2258
Fax: 410-931-7524

SafeNet Canada, Inc. 20 Colonnade Road
Suite 200
Ottawa, Ontario
K2E 7M6

Telephone: +1 613 723 5077
Fax: +1 613 723 5079

SafeNet Sales: 800-533-3958

SafeNet Technical Support:
U.S. 800-545-6608
International 410-931-7520

SafeNet Customer Service:

u.s. 866-251-4269
EMEA +44 (0) 1276 60 80 00
APAC 852 3157 7111

@afeNet
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1. INTRODUCTION
1.1 Purpose

This document describes the security policies enforced by SafeN&tD Un&&ES5 cryptographic
modulé'.

The Lunas5cryptographic modulés available in the following configurations:

1 Clonnhg [CL]and
1 Key Export [CKE]

This document applies to Hardware Versiork03, Version Code 0102 and Hardware VersiorQ3TK
Version Code 0163 with Tamper Evident LabeELGEMALTOTEESAFENETELSAFENET and TEL
TRAC€and withFirmware Versios6.10.4, 6.10.7, and 6.10.9

1.2 Scope

The security policies described in this document apply to the Trusted Path Authentication3)Level
configurationof the LunaG5cryptographicmodule only and do not include any security policy that may
be enforced by tk host appliance or server.

1.3 Overview

The cryptographic module meets all level 3 requirements for FIP2 d4Gummarized ihablel-1.

Tablel-1. FIPS 140 Security Requirements
Security Requirements Section Level
Cryptographic Module Specification 3

Cryptographic Modul®orts and Interfaces 3
Roles and Services and Authentication 3
Finite State Machine Model 3

L Also known as the G5 cryptographic module.

2The Hardware Version mayso be displayed as L-0R0102 or LTK3-0103. Both displays represent
the same Hardware Version of the Luna G5 cryptographic module.

3 From the perspectives of functionality and physical security, Hardware Versiei8|. Virsion Code
0102 (or LTH#3-0103) and Hardware Version LUK Version Code 0103 (or -080103) are
equivalent.

4 Refer to Section 3.10.1 Tamper Evident Labels for more information on the variants of tamper evident

flroSfta GKIFEG FNB Ay ao02L)S 7T22RScértiicGtiof.dzy Dp [/ NB LI 2 3N
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Tablel-1. FIPS 140 Security Requirements

Security Requirements Section

Level

Physical Security

3

Operational Environment

N/A

Cryptographic Key Management

EMI/EMC

SelfTests

Design Assurance

Mitigation of Other Attacks

Cryptographic Module Security Policy

W(W|w|lw|w|w

2. SECURITY POLICY MODERODUCTION

2.1 Functional Overview

Revision Level 15

The Lunas5cryptographic modulés amulti-chip standalonehardware cryptographic module in the

form of asmall desktop devicthat connects to a computeworkstation or server via USB'he

cryptographic modulés containedwithin asecure enclosure that providghysical resistance to
tamperingand response if the enclosure is openédthe cryptographic boundary of the module is
defined to encompass all ogponents inside the secure enclosurgigure 21 depicts the Lun&5

cryptographic modulgFigure 22 depicts the Luna G5 cryptographic boundary

Amodule may be explicitly configured to operate in either FIPS Level 2 or FIPS Level 3 mode, or in a
non-FPS mode of operation. Configuration in either FIPS mode enforces the use-appt&&d
algorithms only. Configuration in FIPS Level 3 mode also enforces the use of trusted path
authentication. Note that selection of FIPS mode occurs at initializafithme cryptographic module

FYR OFryy2i 6S OKFY3ISR RdzZNAyYy 3 y2N¥YI fvol@ileJdéddoryi.A 2y & A

Acryptographic modulés accessed (electrically) eithdirectly viathe Trusted Path PIN Entry Device
(PED) serial interfadqéocated at the front of the device)r via theUSBcommunications interface
(located at the back of the devicejth the host computer A USB port, which is provided at the front of
the device, will be used to support future enhancements / functionaltynodule provide secure key
generation and storage for symmetric keys and asymmetric key pairs along with symmetric and
asymmetric cryfpgraphic services. Access to key material and cryptographic services for users and user
application software is provided through the PKCS #11 programming intefaoedule may host
Ydzf GALX S dzASNJ RSTFAYAUGUAZ2Y A 2 Npamted andake présenfed &s G K I

GOANIidz £ G21S8Syaée G2 dASNIFLILX AOFGA2yaE®

it available for use.

91 OK

This Security Policy is specifically written for the L@baryptographic modulén aTrusted Path

Authentication (FIPS Level 8pnfiguration.

@rfeNet
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Figure2-1. LunaG5Cryptographic Moduléwith front bezel attached)

Cryptographic
Boundary

i <—Battery
Excluded

Figure2-2. Luna G5 CryptograptBoundary (with front bezel removed)

2.2 Assets to be Protected

The moduldasdesigned to protect the following assets:

1. Usergenerated private keys,
2. Usergenerated secret keys,
3. Cryptographic services, and
4. Module security critical parameters.

THE

@S;afeNet PROTECTION
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2.3 Operating Environment

The modulds assumed to operate askey management and cryptographic processing card within a
security appliance that may operate in a TCP/IP network environment. The host appliance may be used
in an internal network environment when key management security is a primary requirement. It may
also be deployed in environments where it is used primarily as a cryptographic accelerator, in which
case it will often be connected to external networksis lassumed that the appliance includes an

internal host computer that runs a suitably secured operating system, with an interface for use by
f20ftfte O2yySOGSR 2NINBY23GS FTRYAYAAGNI 2N&B | YR
cryptographic functins by application services running on the host computer. It is also assumed that
only known versions of the application services are permitted to run on the internal host computer of

the appliance.

It is assumed that trained and trustworthy administrag@are responsible for the initial configuration
and ongoing maintenance of the appliance and the cryptographic module.

It is assumed that physical access to the cryptographic module will be controlled, and that connections
will be controlled either by acesing the module via a direct local connection or by accessing it via
remote connections controlled by the host operating system and application service.

3. SECURITY POLICY MODESCRIPTION

This section provides a narrative description of the security pehégrced by the module iits most
general form. It is intended both to state the security policy enforced by the module and to give the
reader an overall understanding of the secubighaviourof the module. The detailed functional
specification for the module is provided elsewhere.

The securitypehaviourof the cryptographic module is governed by the following security policies:

9 Operational Policy

Identification and Authentication Policy
Access Control Policy

Cryptographic Material Management Policy
Firmware Security Policy

=A =4 =4 4 =4

Physical Security Policy

These policies complement each other to provide assurance that cryptographic material is securely
managed throughout its life cycle and that accesether data and functions provided by the product is
properly controlled. Configurable parameters that determine many of the variable aspects of the
module@ behaviourare specified by the higher level Operational Policy implemented at two levels: the
cryptographic module as a whole and the individual partition. This is described in sgdtion

The Identification and Authentication policy is criié@a security enforcement and it is described in
section3.4. The access control policy is the main security functional policy enforced by the naodule
is described in sectiod.5, which also describes the supporting objectuse policy. Cryptographic

@feNet
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Material Management is described in secti®®. Firmware security, physical security and fault
tolerance are described in sectioA8through3.12

3.1 Operational Policy

The module emplaythe concept of the Operational Policy to control the ovebahaviourof the

module and each of the patrtitions within. At each level, either the module or the partition is assigned a
FTAESR 4SS0 27F aOl LI 0 A théhavioBaithe mbdule dr indvid@aBpidgitioni K8 | £ £ 2 &
Security Officer (SO)establisheshie Operational Policy by enabling/disabling or refining the

corresponding policy elements to equate to or to be more restrictive than theapsigned capabilities.

The set of configurable policy elements is a proper subset of the corresponding capabilifhat is,

not all elements of the capability set can be refined. Which of the capability set elements have

corresponding policy set elements isgReS 1 SNYAY SR o6l aSR 2y (KS AGLISNRZ2YI
manufacturing restrictions placed on the mdd. For example, the module capability setting for
GR2YSaGAO f3I2NAGKYaAa YR 1Se aArilSa @rAftlofSé R2S
element.

There are also several fixed settings that do not have corresponding capability set elemersis.afehe

elements of the cryptographic modu@behaviourthat are truly fixed and, therefore, are not subject to
configuration by the SO. The specific settirags the following:

1 Allow/disallow nonrsensitive secret keysfixed as disallow.

Allow/disallownon-sensitive private keysfixed as disallow.

Allow/disallow nonprivate secret keys fixed as disallow.

Allow/disallow nonprivate private keys fixed as disallow.

Allow/disallow secret key creation through the create objects interiafired as

disallow.

91 Allow/disallow private key creation through the create objects interfafized as
disallow.

= =4 =4 =4

Further, policy set elements can only refine capability set elements to more restrictive values. Even if
an element of the policy set exists to refine @ement of the capability set, it may not be possible to
assign the policy set element to a value other than that held by the capability set element. Specifically,
if a capability set element is set to allow, the corresponding policy element may beesigido enable

or disable. However, if a capability set element is set to disallow, the corresponding policy element can
only be set to disable. Thus, an SO cannot use policy refinement to lift a restriction set in a capability
definition.

3.1.1 Module Capabities

The following is the set of capabilities supported at the module level:

® The nomenclature used for these setting is based on PKCS#11.

@feNet
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=

Allow/disallownon-FIPS algorithms available.
Allow/disallowtrusted path authenticationgllowed and must be enabled in Level 3
configuration)

Allow/disallowpartition groups.

Allow/disallowcloning.

Allow/disallowmasking.

Allow/disallowunmasking.

Allow/disallowKorean algorithm's

Allow/disallowSO reset of partition PfN

Allow/ disallow network replication (set to disallow).
Allow/disallowforcing change of User authentication data.
Allow/disallowRemote PEERPEDperations.
Allow/disallowexternal Master TamperKey (MTK)split storage
Allow/disallowAcceleration

Allow/disallowHigh Assuranc HA)mode CGX

=

= =f =4 4 =4 4 -4 -8 -8 -a -8

3.1.2 Partition Capabilities

The follaving is the set of capabilities supported at the partition lev&ll. capability elements described

Fa alft2okRAAFIEE 26 a2YS Fdzy Ol A & y) bquaked ® disallomiBe . 22 St
functionality and true (ot N) équates to allow théunctionality. The remainder of the elements are

integer values of the indicated number of bits.

1 Allow/disallowchanging of certain key attributes once a key has been created.

1 Allow/disallowuser key management capability. (This would be disabled b$@he
at the policy level to prevent any key management activity in the partition, even by
a user in the Crypto Officer role. This could be used, for example, at a CA once the
root signing key pair has been generated and backed up, if appropriate, to lock
down the partition for signing use only.)

1 Allow/disallowincrementing of failed login attempt counter on failed challenge
response validation.

1 Allow/disallowLevel 3 operation without a challenge

M1 Allow/disallowactivation.

¢ A SafeNet term used to describe the encryption of a key for use only within a SafeNet cryptographic
module.

" Korean algorithms include SEED, ARIA, and KCDSA.

81In this ingance PIN is used generically to represent a Personal Identification Number or a password.

@feNet
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Allow/disallowautomaticactivation.
Allow/disallowHigh Availability.
Allow/disallowmultipurpose keys.
Allow/disallowoperation without RSA blinding.
Allow/disallowsigning operations with ncefocal keys.
Allow/disallowraw RSA operations.
Allow/disallowprivate key wrapping
Allow/disallowprivate key unwrapping.
Allow/disallowsecret key wrapping
Allow/disallowsecret key unwrapping
Allow/disallowRSA signing without confirmation

Number of failed Partition User logins allowed before partition is locked out/cleared
(default 5 10; SO can configure itto be 3 <= N <=10

The following capabilities are configuralaely if the corresponding capability/polidg allowed and
enabled at the module level:

T

= =4 =4 4

T

Allow/disallow private key cloning.
Allow/disallow secret key cloning.
Allow/disallow private key maskifig
Allow/disallow secret key masking.
Allow/disallow private key unmasking.
Allow/disallow secret key unmasking.

The following tables summarize the module and partition capabilities, showing typical capability settings
for LunaGb cryptographianodulesused inthe followingconfigurations

)l
)l

Key Expor{CKE)and
Cloning CD.

An X indicates the default capability setting for each configuration of the modieyedout rows
indicate that the corresponding capability setting is not used as a default famadyle configuration

9Key masking is a Luna product feature that provides encrypted key output. Key masking is AES
encryption employing additional proprietary obfuscation, which doetsprovide additional security.

@feNet
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Table3-1. Module Capabilities and Policies

Description Capability | CKE CL Policy Comments
Allow X X Enable | sO can configure the policy to enable or disable the availability oFiRS
Non-FIPS algorithms Disable | algorithms at the time the cryptographic module is initialized.
available 5 : -
Disallow Disable The cryptc_)graphlc. module musperate using FIR&proved algorithms only.
Must be disabled in FIPS mode
Allow Enable | SO can configure the policy to enable or disable the use of passwords with
o Disable | trusted path for authentication.
Password authentication
Disallow X X Disable The cryptographic module mqst qperate using the trusted path and medulg
generated secrets for authentication.
Allow X X Enable | sO can configure the policy to enable or disable the use of the trusted patf]
Trusted path Disable | module-genaated secrets for authentication.
authentication : ; :
Disallow Disable The crypto_graphm module must operate using passwords without trusted g
for authentication®
Allow X X Enable | The cryptographic module can use Remote PEDrigsted Path
. Disable | authentication!?Allowed in Trusted Path authentication only.
Remote PED Operation
Disallow Disable The cryptographlc module cannot use remote PED for Trusted Path
authentication.
Allow X X Enable | sO can configure the policy to enabledisable the availability of the cloning
Cloning Disable | function for the cryptographic module as a whole.
Disallow Disable | The cryptographic module must operate without cloning.
Allow Enable | SO can configure the policy to enable or disahéeavailability of the masking
Masking Disable | function for the cryptographic module as a whole.
Disallow X X Disable | The cryptographic module must operate without masking.
Allow X X Enable | sO can configure the policy to enable or disableavilability of the
Unmasking Disable | unmasking function for the cryptographic module as a whole.
Disallow Disable | The cryptographic module must operate without unmasking.
Allow Enable | SO can configure the policy to enable or disahéeavailability of Korean
Korean algorithnig Disable | algorithms for the cryptographic module as a whole.
Disallow X X Disable | The cryptographic module must operate without Korean algorithms.
Allow X X Enable | sO can configure the policy to enablpaatition to be reset if it is locked as a
N Disable | result of exceeding the maximum number of failed login attempts.
Partition reset
. h A partition cannot be reset and must beceeated as a result of exceeding th
Disallow Disable ) ) .
maximum number of failed logiattempts.

vhyS FyR 2yfé 2yS YSIya 2F FdzZiKSYGAOl A2y 6dadza SN L
the policy. Therefore, one of the authentication capabilities must be allowed and, if one of the

capabilities is disalloweor the policy setting disabled, then the policy setting for the other must be

enabled.

1 Enabled in the Trusted Path configuration. Operator can connect the cryptographic module to a
Remote PED using Command Line Interface (CLI) commands.

12Korean algorithms are only available upon customer request.

@feNet
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Description Capability | CKE CL Policy Comments
Allow X Enable | {h Oly O2yTFTA3IdNNBE GKS LRtAOe G2 Sy
Network Replication Disable | material over the network to a second module.
Disallow X Disable | The module cannot be replicated over the network.
Allow X X Enable | This capability is set prior to shipment to the customer. If enabled, it forces
Force user PIN change Disable | the user to change the PIN upon first login.
Disallow Disable | The user is never forced to change PIN on first login.
) Allow X X Enable | This capability is set prior to shipment to the customer. It allows the use of
External MTK split Disable | external storage of the MTK split.
storage
Disallow Disable | External MTK split storage cannot be enabled for the module.
Allow X X Enable | This capability is set prior to shipment to the customer. It allows the use of
Acceleration Disable | onboard crypto accelerator.
Disallow Disable | Remote authentication cannot be enabled for the module.
Allow Enable | This capability is set prior to shipment to the customer. It allows the use of
HA CGX Mode Disable | HA CGX mode.
Disallow X X Disable | HA CGX mode cannot be enabled for the module.

Grorsee
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Table3-2. Partition Capabilities and Policies

Description Prerequisite Capability | KE CL Policy Comments
SO can configure the policy to enable Trusted Path login using the PED trug
Enable . - . . .
Allow X X path only, with no challengeesponse validation required. Must be disabled if
Trusted Path operation without a Trusted path Disable either activation or auteactivation is enaled
challenge authentication enabled
Disallow Disable Chgllgngeresponse validation required plus PED trusted path login to accesg
partition.
Trusted path Enable SO can configure the policy to enable the normal PKCS #11 user role to per
authentication enabled| Ajiow X X key management functions. If enabled, the Crypto Officer key management
User key management capability Trusted Path operation Disable functions are available. If disabled, only the Crypto User role functions are
without a challenge accessible.
disabled Disallow Disable Only the Crypto User role functions are accessible.
Enable SO can configure the policy to count failures of thallengeresponse validation
) Allow X X - against the maximum login failures or not. Must be enabled if either activati
Coynt falled challengeesponse Trusted' pat'h Disable or auto-activation is enabled
validations authentication enabled : — :
. . Failures of the challengesponse validation are not counted against the
Disallow Disable ; S
maximum login failures.
Enable SO can configure the policy to enable the authentication data provided via tf
Allow X X PED trustegbath to be cached in the module, allowing all subsequent access
Activation Trusted' pat'h Disabl the partition, after the first login, to be done on the basis of challeregponse
authentication enabled isable validation alone.
Disallow Disable PED trusted path authentication is required é&wery access to the partition.

1 This capability/policy is intended to offer customers a greater level of control over key management functions. By theaptitigy, the
Security Officer places the partition into a statevhich the key material is locked down and can only be used by connected applications, i.e.,
only Crypto User access is possible.

@feNet
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Description Prerequisite Capability KE CL Policy Comments
SO can configure the policy to enable the activation data to be stored on the
Enable appliance server in encrypted form, allowing the partition to resume its
o Trusted path Allow X X authentication state after a rstart. This is intended primarily to allow partitio
Auto-activation authentication enabled Disable to automatically restart operation when the appliance returns from a power
outage.
Disallow Disable Activation data cannot be externally cached.
Al N N Enable SO can configure the policy to enable the use of the High Availability feature
ow
High Availability N/A Disable
Disallow Disable High Availability cannot be enabled.
Enable SO can configure thgolicy to enable the use of keys for more than one purpg
) Allow X X ] e.g., an RSA private key could be used for digital signature and for decrfggtiq
Multipurpose keys N/A Disable key transport purposes.
Disallow Disable Keys can only be used for a single purpose.
Enable SO can configure the policy to enable changing key attributes.
) Allow X X -
Changeattributes N/A Disable
Disallow Disable Key attributes cannot be changed.
Enable SO can configure the use of blindimgde for RSA operations. Blinding mode
) o Allow X X used to defeat timing analysis attacks on RSA digital signature operations, |
Operate without RSA blinding N/A Disable also imposes a significant performance penalty on the signature operations.
Disallow Disable Blinding mode isot used for RSA operations.
Enable SO can configure the ability to sign with externalgnerated private keys that
Allow X X i i iti
Signing with norocal keys N/A Disable have been imported into the partition.
Disallow Disable Externallygeneratedprivate keys cannot be used for signature operations.
Al N N Enable SO can configure the ability to use raw (no padding) format for RSA
Raw RSA operations N/A ow Disable encrypt/decrypt operationgor key transport purposes
Disallow Disable Raw RSA cannot be used.
Al N Enable SO can configure the ability to wrap private keys for export.
ow
Private key wrapping N/A Disable
Disallow X | Disable Private keys cannot be wrapped and exported from the partition.
Al N N Enable SO can configure the ability to unwrap private keys and import them into the
Private key unwrapping N/A Disable partition.
Disallow Disable Private keys cannot be unwrapped and imported into the partition.
Secret key wrapping N/A Allow X X | Enable SO can configure the ability to wrap secret keys and export them from the
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Description Prerequisite Capability KE CL Policy Comments
Disable partition.
Disallow Disable Secret keys cannot be wrapped and exported from the partition.
Al X X Enable SO can configure thebility to unwrap secret keys and import them into the
Secret key unwrapping N/A Disable partition.
Disallow Disable Secret keys cannot be unwrapped and imported into the partition.
Cloning enabled, Allow N Enable SO can configure the ability to clone private keys from one module and part
Private key cloning Trusted path Disable to another.
authentication enabled| pig 10w X Disable Private keys cannot be cloned.
Cloning enabled, Allow X X Enable SO can configure the ability to clone secret keys from one module and partit
Secret key cloning Trusted path Disable to another.
authentication enabled| pigaioy Disable Secret keys cannot be cloned.
Al Enable SO can configure the ability to maslvate keys for storage outside the
ow "
Private key masking Masking enabled Disable partition.
Disallow X X | Disable Private keys cannot be masked for storage outside the patrtition.
A Enable SO can configure the ability to mask secret keystimage outside the partition.
ow
Secret key masking Masking enabled Disable
Disallow X X | Disable Secret keys cannot be masked for storage outside the partition.
Enable This setting allows unmasking of private keys.
. . Secret key cloning Allow X X ,
Private key unmasking Disable
enabled
Disallow Disable Private keys cannot be unmasked
Al X X Enable This setting allows unmasking of secret keys.
i ow
Secret key unmasking Secret key cloning Disable
enabled
Disallow Disable Secret keys cannot be unmasked
. . User password 7-16 ) The SO can configure the minimum password length for Level 2 modules, b
Minimum / maximum password length - Configurable e
authentication enabled| characters minimum length must always be >= 7.
. " . ini : Th n configure; default maximum value is 10.
Number of failed Partition User logins M'”'T““m L ) e SO can configure; default maximum value is 10
N/A Maximum:1 Configurable
allowed 0
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3.2 FIPSApproved Mode

The SO controls operation aimodule in FIPEpproved mode, as defined by FIPS PUBZ2 4y
enabling or disabling the appropriate Module Policy settings (assuming each is allowed at the Module
Capability level). To operate in F&shroved mode, the following policy settings are ueqd:

T ab2oLt{ !f3I2NAGKYaA ! GFAftlofSé Ydzad 06S RAALl
Additionally, for operation aFIPS Level:3

T a¢NHzZZGSR LI 0K | dziKSYGAOlFrGA2yé Ydzad 6S Syl ¢
authentication is disallowed or disabled), and

| dTrusted Pattoperation withoutachdl Sy 3S¢ Ydzad 6S RAakof SR A1
activation is enabled.

T a/ 2dzy i Tl AGNBR LEKIaISt FISA R GA2yaé Ydzad o6S S
auto-activation is enabled.

1 Raw RSA operatiomsinonly be used for key transport in FIPS mode

Thepolicda SGGAY3IE F2NJ Aa¢NHAGSR LI GK FdziKSYyGAO-iA2y e Y
CLt{ !'t3aA2NARGKYa ! @FrAflofS¢é Kra 0SSy SylofSRo®

LT GKS {h aStSota LRCAOY 2 WBERNAF KOV alaiS ylod (SEa dl
module in a mode of ogration that is not approved, a warning is displayed and the SO is prompted to

confirm the selection. The SO azonfirm that the cryptographic module is HPS modby utilizingthe

¢hsm showinfé O 2 Y.YWitly'tRiscommand the following message witle displayeddThe HSM is
iNFIPS14@ | LILINP @SR 2LISN} A2y Y2RS#

3.3 Description of Operator, Subject and Object
3.3.1 Operator

An operator is defined as an entity that acts to perform an operatioamodule. An operator may be
directly mapped to a responsibledividual or organization, or it may be mapped to a composite of a
responsible individual or organization plus an agent (application program) acting on behalf of the
responsible individual or organization.

In the case of a Certification Authority (CA), for example, the organization may empower one individual

or a small group of individuals acting together to operateyptographic module as part of the

O2YLI yeQa aASNWAOSO® ¢ K Sal @ graipy.paitieulddy ¥ they &ré intératingl K G Ay
with amodule locally. The operator might also be the composite of the individual or group, who might

still be present locally tamodule (particularly for activation purposes, see secioh?), plus the CA

application running on a netwositttached host computer.
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3.3.2 Roles

In the Trusted Path Authentication configuration, the Lengptographic module supports ¢following
authenticatedoperator roles:the Security Office(SO) andhudit Office* at the module leveplus
Partition Users® (also known by suiolesc Crypto Officer and Crypto User) for each Partitidine
cryptographic module also supports onrauthenticated operator role, the Public User, primarily to
permit access to status information and diagnostics before authentication.

The SO is a privileged role, which exists only at the module level, whose primary purpose is to initially
configurea modulefor operation and to perform security administration tasks such as partition
creation.

The Audit Officerisa privileged role, which exists only at the module lggehitialize, configureand
manage securaudit logging Only the Audit Officer caimitialize, configure and manage the secure
audit logging feature. Thialows fora separation of duties between an Audit Officer ahe other roles
(e.g., SO, crypto officer, and crypto ustgt the Audit Officer iswuditingg preventing administratie
and user personnel from tampering with the log files amdventing the Audit Officer from performing
administrativetasks or fromaccessing keys.

The Crypto Officer is the key management role for each partition

The Crypto User is an optional readly role that limits the operator to performing cryptographic
operations only.

For an operator to assume any role other than Public User, the operator must be identified and
authenticated. e following conditions must hold in order to assume one of thdnanticated roles:

1 No operator can assume thiudit Officer,Crypto Officer, Crypto User or
Security Officer role before identification and authentication;

1 No identity can assummore than one authenticated roles at the same time.
e.g., Crypto Officer or @pto User plus the Security Officer raler Audit
Officer, plus Security Officer

The SO can create the Crypto User role by creating a challenge value for the Cryptthgs&rcan
restrict the capabilities of th€ryptoOfficer so that they are equident to the capabilities of a Crypto
UserNRf S 6@ RAalofAy3a Gpoy(see aSNJ YS@ al yIF3ISYSyisé

¥ Wwithin the confines of the operational use of the Luna cryptographic module, the FIPStédn of

éCrypto Officeé  SyYLdZ¥Ea Sa GKS [dzyl ONEBLIG23INI LIKAO Y2RdzZ S NEPf
hTFFAOSNE @

S Wwithin the confines of the operational use of the Luna cryptographic module, the FIPStédn of

Usee Sy O2YLI aaSa (GKS [ dzyl ONE LENE NI YK AOONERIROZE S2 WRXA
are collectively called the Partitiddsers
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Table3-1).

For additional information regarding rolesdauthorized services, please refer to Tablé And Table
A-3.

3.3.3 Account Data

The module maintaisthe following User (which can include both the Crypto Officer and Crypto User
role per Partitiof®) and SO account data:
9 Partition ID or SO ID number.
91 PartitionUser encrypted or SO encrypted authentication data (checkword).
1 Partition User authentication challenge secret (one for each role, as applicable).
1 Partition User locked out flag.

An authenticated User is referred to as a Partition User. The abilibatopulate the account data is
restricted to the SO and the Partition User. The specific restrictions are as described below:

1. Only the Security Officer role can create (initialize) and delete the following security
attributes:

9 Partition ID.
1 Checkword.

2. If Partition reset is allowed and enabled, the SO role only can modify the following
security attribute:

9 Locked out flag for Partition User.
3. Only the Partition User can modify the following security attribute:
M Checkword for Partition User.

4. Only the Security fiicer role can change the default value, query, modify and delete
the following security attribute:

1 Checkword for Security Officer.

s A Partition effectively represents an identity within the module.
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3.34 Subject

For purposes of this security policy, the subject is defined to be a module session. The session provides
a logtal means of mapping between applications connectingrodule and the processing of

commands withirmmodule. Each session is tracked by the Session ID, the Partition ID and the Access
L5 gKAOK A&d | dzyAljdzS L5 I ach.2itdshpbssilfieRo have muitiplel K S | LILIE
open sessions with module associated with the same Access ID/Partition ID combination. It is also
possible fommodule to have sessions opened for more than one Partition ID or have multiple Access
IDs with sessionspened onamodule. Applications running on remote host systems that require data

and cryptographic services froamodule must first connect via the communications service within the
appliance, which will establish the unique Access ID for the conmeatid then allow the application to

open a session with one of the partitions witldmodule. A local application (e.g., command line
administration interface) will open a session directly with the appropriate partition wamirodule

without invoking he communications service.

3.35 Operator¢ Subject Binding

An operator must access a partition through a session. A session is opened with a partition in an
unauthenticated state and the operator must be authenticated before any access to cryptographic
functions and Private objects within the partition can be granted. Once the operator is successfully
identified and authenticated, the session state becomes authenticated and is bound to the Partition
User represented by the Partition ID, in the Cryptéig@f or Crypto User role. Any other sessions
opened with the same Access ID/Partition ID combination will share the same authentication state and
be bound to the same Partition User.

3.3.6 Object

An object is defined to be any formatted data held in volati@onvolatile memory on behalf of an
operator. For the purposes of this security policy, the objects of primary concern are private
(asymmetric) keys and secret (symmetric) keys.
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3.3.7 Object Operations

Object operations may only be performed by a PartitioetUsThe operations that may be performed

INE tAYAGSR 0@ GKS NRES o6/ NEBLIWG2 hFTFFAOSNI 2NJ / NBLIX 2
3.5. New objectzan be made in several ways. The following list identifies operations that produce

new objects:

1 Create,

T Copy,

i1 Generate,

1 Unwrapping,
9 Derive.

Existing objects can be modified and deleted. The values of a subset of attributes can be changed
through a modifcation operation. Objects can be deleted through a destruction operation. Constant
operations do not cause creation, modification or deletion of an object. These constant operations
include:

vdzSNE 'y 2628500Qa aiail ST
Query the size of an attribute;
Querythe value of an attribute;

Search for objects based on matching attributes;

1
1
1
1 Use the value of an attribute in a cryptographic operation;
1
1 Cloning an object;

1

Wrapping an object; and

9 Masking and unmasking an object.

Secret keys and private keys are alwaysttaed as Sensitive objects and, therefore, they are
permanently stored with the key value encrypted to protect its confidentiality. Key objects held in
volatile memory do not have their key values encrypted, but they are subject to active zeroizatien in
event of a module reset or in response to a tamper evdfar additional information about the clearing
of sensitive data, see Secti@l3 Operators are nbgiven direct access to key values for any purpose.

3.4 Identification and Authentication
3.4.1 Authentication Data Generation and Entry

The module requirethat Partition UsersAudit Offcer,and the SO be authenticated by proving
knowledge of a secret shared by the operator dnelmodule. Amodule configured for Trusted Path
Authenticationmust be initialized using the PED to define the SO authentication data.

ForTrusted Path Authenticain, amodulegenerates the authentication secret as a-Bgte random
value and, optionally for a Partition User, an authentication challenge secret. The authentication
secret(s) are provided to the operator via a physically separate trusted path, deanisubsection
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3.4.2 and must be entered by the operator via the trusted path and via a logically separate trusted
channel (in the case of the nesnse based on the challenge secret) during the login process. If a
Partition is created with Crypto Officer and Crypto User roles, a separate challenge secret is generated

for each role.
The following types of iKey are used with the Luna® PED:
1 Orange (RP) iKey for the storage of the Remote PED VediRPYV)

1 Blue (SO) iKayfor the storage of SO authentication data,
1 Black (User) iKayfor the storage of User authentication data,
)l

Red (Domain) iKeyfor the storage of the cloning domain data, used ¢tmtol
the ability to clone from a cryptographic module to a backupdule,

1 Purple (MTK Recovery) iKefor the storage of an external split that allows the
MTK to be restored after a tamper event.

1 White (Audit Officer) iKey for the storage of Audit Officer authentication data

Figure3-1 depicts the Luna PED and the associated iKeys.

Any iKey, once data has been written to it, id@entification and Authentication device and must be
safeguarded accordingly by the administrative or operations staff responsible for the operation of the
moduleg A G KAY (GKS OdzalG2YSNDa Sy@ANRYYSyGo

[(mfwEmCe
(eEmEmim
(efeimtm
(sCeCetEs

AR RR
RRhR

Figure3-1. Luna PED and iKeys

3.4.2 Trusted Path

In Trusted Pathmode, user authentication is, by default, a tgtage process. The first stage is termed
G! OGAGIFGA2Y ¢ YR A& LISNF 2 NWHCR coaadcts yo Fhe ¢ryptioghapic i SR LI {
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module eitherdirectly over a physical wire or remotely over a secure networknection The primary

form of authentication data used during Activation is thel@e value that is randomly generated ay

module and stored on the Black (User) iK&ya the trusted path. The data on the iKey must then be

entered intoamodule via the trusted path as part of each Activation process. Once Activation has been
LISNF2NYSRX (G4KS dzzaSNDa t I NdotluleA AcgessRd-kéylmatdrgnd NS R&  F 2 N.
ONEBLII 23N LIKAO aSNBAOSas: K29gSOSNE Aa y2a tt28SR dz
KFa 0SSy LISNF2NXYSRO® ¢CKAA GeLAOlrffe NBldZANBa GKS
operation. However, for SO authentima and for user authentication when the settings of the

Partition Policy disable the use of challenge/response authentication for login to a pafitiom

presentation of the iKey data (i.e., equivalent to Activation) is all that is required to canplet

authentication.

¢CKS RSTlrdzE G0 tFNIAGAR2Y t2fA08 SylofSa (GKS dz&asS 2F O
stage. The authentication challenge secret (or secrets if the Crypto Officer and Crypto User roles are

used) for the partition is gemated by the module as a it value that is displayed as a-tBaracter
alphanumericstring on the visual display of the trusted path device. The challenge secret is then

provided, via a secure owtf-band means, to each external entity authorized tmect to the partition

and is used by the external entity to form the response to a randomtiome challenge frona module.

The encrypted ond¢ime response is returned to the cryptographic module where it is verified to

O2Yy TANYXY (GKS a! BebtNé challeBge yetrdt is requitedizpaih thie trusted path Activation

and the successful completion of the challenge/response process by the external entity is required to
authenticate to a partition and have access to its cryptographic material andduasct

3.4.2.1. Remote PED Operation

The user has the option of operating the PED in the conventional manner (i.e., locally connected to the
cryptographic modulgor remotely, connected to a management workstation via USB. Remote PED
operation extends the physicalsted path connection by the use of a protocol that authenticates both
the remote PED and thmaoduleand establishes a orme AES key to encrypt the communications
between themoduleand theRemote PED. Once secure communications have been estahlashed
interactions between the&ryptographic modulePED and iKeys are performed in exactly the same way
as they would be when locally connected.

The logical path between th@oduleand theRemote PED is secured in the manner described below.

YhNJ . EFO1 6

' ASND t95 (Seo 2 AG0KAY GKA& R20dzySyda O
unlessotherwise indicated.

18 Challenge/response authentication might, for example, be disabled in a case where both a
cryptographic module and the attached application server are located within a physically secured
environment and the user is required to alwdyes physically present to start the application and
authenticate to a cryptographic module via the PED.
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At the time t is initialized, themodulegenerates a random 256it secret, known as the Remote PED
Vector (RPV), stores it in its secure parameters,areAR ¢ NA 1S&a AG G2 G4KS dahNI y3S
the Remote PED Key (RPK).

To establish the secure connectiohgtRPK must be inserted into the PED. The PED extracts the RPV,
and the PED and theryptographic module¢hen participate in an ephemeral Diffldellman key

agreement session. The derived shared secret is then XORed with the RPV to produce the key to be
used for the session. An exchange of encrypted random nonces is performed to authenticate both ends
of the transmission. All traffic between the PED anddhyptographic modulés encrypted using AES

256.

3.4.3 M of N Authentication

The Luna cryptographic mabk supports the use of av of N secret sharingquthentication scheme for
each of the module roles. M of N authentication provides the capability to enforce-paukon
integrity overthe functions associated with each role

The M of N capabilityisb8sR 2y { Kl YANRaE (KNBakKz2fR aOKSYS® ¢t KS
randomlyada SY SN} 6 SR | dzi KSYyGAOFGA2y RIFGF AyG2 dabé LIASOSa
AYSe o lye daé¢ 2F (KS&S dabé &LX A ldodVedsiitsering G NI yavy

the corresponding iKeys into the Luna PED in order to reconstruct the original secret.

When the M of N set is distributed to recipients outside the module, the split data is contained in M of
N vectors. A vector may contain one or maplits depending on the weight assigned at the time of
generation. For example, in the case of a thodédive activation setting, it may be desired for A to
receive the equivalent of two splits whereas B, C and D only receive one each for a te®l of fi

3.4.4 Limits on Login Failures

The module also implements a maximum login attempts policy. The policy differs for an SO
authentication data searcla Partition Usemuthentication data searglor an Audit Officer data search

In the case of an SO authentiat data search:

1 If three (3) consecutive SO logon attempts faifyodule is zeroized.
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In the case of a Partition User authentication data search, one of two responses will occur, depending
on the partition policy:
1. LF Gt I NIAGAZ2Y NBaStué¢ Aa 'ft26SR yR 9yl of SF
the cryptographic modulés initialized) consecutive operator logon attempts fail, the
module flaglii KS S@Sy i Ay GKS t | Nlsihé Ragitn Usér &N a | 00
cleaisthe volatile memory space. The SO must unlock the partition in order for the
Partition User to resume operation.

2.LF Gt FNIAGAZ2Y NBaSihé Aa y20 ''ft26SR 2N y2i
logon attempts via the physicttlisted path fail, the module will erase the partition.
The SO must delete and-ceeate the partition. Any objects stored in the partition,
including private and secret keys, are permanently erased.
In the case o&n Audit Officer data search:

9 If threeconsecutive Audit Officer log attemptsfail, the Audit Officer account
will be locked for 60 second#\fter the 60 second lockout timeout, the Audit
Officer may attempt to logn to the moduleagain.

3.5 Access Control

The Access Control Policy is the ma&ousity function policy enforced bymodule. It governs the
rights of a subject to perform privileged functions and to access objects stosemdaule. It covers
the object operations detailed in secti@3.7.

I adzo2S0iGQa | OO Sanaduléig mediated! SrQlie dasia of eNIBIRving sfibject and
object attributes:
1 Subject attributes:
o Session ID
0 Access ID and Partition ID associated with session
0 Session authentication state (binding to authenticated Partition identity and role)
1 Obiject attributes:

o Owner. A Private object is owned by the Partition User associated with the subject
that produces it. Ownership is enforced via internal key management.

o Private. If True, the object is Private. If False, the object is Public.

0 Sensitive. If True, object is Sensitive. If False, object is-Nensitive.
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o Extractablé®. If True, object may be extracted. If False, object may not be

extracted.

o Modifiable. If True, object may be modified. If False, object may not be modified.

Objects ardabelledwith a number corresponding to their partition and are only accessible by a subject
associated with the owning Partition ID. Only generic data and certifidgéets can be nosensitive.

{SYyaAriADS

202S010a

I NB Sy ONBLIIiSR dzaAvy3

GdKS LJ

NI A U A

exposed to external entities. Key objects are always created as Sensitive objects and can only be used
for cryptographicoperations by a logged in Partition User. Key objects that are marked as extractable

may be exported fronaY 2 R dzf S

dza A y 3

iKS

2 NJF LJ 2LISNY GA2Yy AT

policy set. Table3-3 summarizes the object attributes used in Access Control Policy enforcement.

Table3-3. Object Attributes Used in Access Control Policy Enforcement

Attribute Values Impact
TRUE, Object is private to (owned by) the operator Object is only accessible to subjects (sessions) bound to thg
identified as the Access Owner when the object is operator identity that owns the object.
PRIVATE created.
FALSE Object is noprivate to one operator identity. | Object is accessible to all subjects associated with the partit
in which the object is stored.
TRUE, Attribute values representing plaintext key Keymaterial is stored in encrypted form.
material are not permitted to exist (value encrypted).

SENSITIVE - - - - - - - - -
FALSE Attribute values representing plaintext data ar| Plaintext data is stored with the object and is accessible to ¢
permitted to exist. subjects otherwise permitted access to the object.
TRUEThe2 62800 Q& FGGNARGdzGS |[¢KS 202500 Aa GaoNRGSIoE Se |

changed during a copy or set attribute operation.
MODIFIABLE P o p ~ - - :
FALSE¢ KS 202S0OuQa @I f dzSa The object can only be read and only duplicate cop@sbe
made.
TRUE, Key material stored with the object may be The ability to extract a key permits sharing with other crypto|
extracted from the Lunaryptographic modul@ising modules and archiving of key material.
EXTRACTABLE | the Wrap operation.

FALSE Key material stored with the object may not b

extracted from the Lunaryptographic module

Keys must never leawY 2 Rdzf SQ& 02y (i NBf ¢

The module does not allow any granularity of access other than owner cowaer (i.e., a Private
object cannot be accessible by two Partition Users and restricted to other Partition Users). Ownership
of a Private object gives the owner access to theotbijhrough the allowed operations but does not
allow the owner to assign a subset of rights to other operators. Allowed operations are those permitted
by thecryptographic modulend Partition Capability and Policy settings.

The policy is summarized blye following statements:

F£t2

vEXtract means to remove the key from the control of the module. This is typically done using the Wrap
operation, but the Mask operation is also consiltto perform an extraction when cloning is enabled
for the container.
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1 A subject may perform an allowed operation on an object if the object is in the partition
with which the subject is associated and one of the following two conditions holds:
1. ¢KS 2028500 Aa | dat dzof AeisFALBE, SO0 A PSS (K
2. The subject is bound to the Partition User that owns the object.

1 Allowed operations are those permitted by the object attribute definitions within the
following constraints:

1. A Partition User in the Crypto User role has access to onlyslkee operations, and

2. The restrictions imposed by theyptographic modulend Partition Capability and
Policy settings.

351 Object Protection

The module cryptographically protects the values of sensitive objects stored in its internal flash
memory. Sensitivealues protected usingES 256 bit encryption with three different keysach
having a separate protection role. The three keys used to protect sensitive object values are the
following:

1 User Storag&ey (USK)/Security Officéflaster Key (SMKY; this keyis created by the
cryptographic modulevhen the User or SO is created. It is used to maintain
ONB LI 23N LIKAO &ASLINIGAZ2Y 0SG6SSy dzaASNBRQ {Se@

1 Master Tamper Key (MTK)this key is securely held by the-tward cryptographic and
security ceprocessor chiplt encrypts keys as they are generated to ensure that they
can only be used by the guocessor itself or with authorization from it.

1 Key Encryptin Key (KEK] this key is stored in batteripacked RAM in the module. It
also encrypts all sensitive objealues and is used to provide tieRS O2 YYA &daA 2y A y 3
feature. The KEK is erased in response to an external decommission signal. This
provides thecapability to prevent access to sensitive objects in the event that the
module has become unresponsive osHast access to primary power.

3.5.2 Object Reuse

The access control policy is supported by an objectsepolicy. The object #@se policy requires that
the resources allocated to an object be cleared of their information content before they akomed
to a different object.

3.5.3 Privileged Functions

The module shall restrict the performance of the following functions to the SO role only:

1 Module initialization
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Partition creation and deletion
Configuring the module and partition policies

Module zeroization

=A = =4 =4

Firmware update

Cryptographic Material Management

Cryptographic material (key) management functions protect the confidentiality of key material
throughout its lifecycle. The FIPS PUB 48pproved key management functions provided by the
moduleare thefollowing:

(1) DeterministicRandomBit Generation(DRBGin accordance wittNISTSP 80®0A section
10.2.1

(2) Cryptographic key generation in accordance with the following indicated standards:

a. RSA20484096 bits key pairs in accordance with FIPS PUR,1BBS PUB 186and
ANSIX9.31

b. TripleDESL12 bit$°and 168 bits EP 80&57).
c. AES 128, 192, 256 bits (FIPS PUB 197).
d. DSA2048and 3072bit key pairs in accordance witHPS PUB 18b6andFIPS PUB 186

e. Elliptic Curve key paifsurves in accordance with 880-57)in accordance witlrIPS
PUB186-2 and FIPS PUB6-4.

f. DiffieeHellman key pairs.
g. Key Derivation in accordance with NIST SRI®@B)(Counter mode).

(3) Diffie-Hellman (2048 bitdkeyagreement; keyestablishment methodology provides 1b2s of
encryption strengtt?!

(4) EC DiffieHellman(ECDHjcurves in accordance with SP 800 key establishment in
accordance witiNISTSP800-56A.

(5) Symmetric key wrap / unwrapTriple DESL68 bits and AES 128, 192 and 256 bits in
accordance with PKCS #11 (key $@ort provides 112 bits of security strength wikhiple
DESand between 128 and 256 bits of security strength with AES).

20 To use the twekey TripleDES algorithm to encrypt data or wrap keys in an Approved mode of
operation, the module operator shall ensure that the same ey TripleDES key is not ed for
encrypting data (or wrapping keys) with more thaf @aintext data (or plaintext keysPlease refer to
Section 2 of SP 8AIB1A for restriction information regarding its use until December 31, 2015.

21 NonApproved but allowed method in FIPS mode
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(6) Asymmetric key wrapunwrap: RSR048¢ 4096 (PKCS #1 V1.5 and OAK®) transport
providesbetween 112and 152 bits of security sength

(7) Encryptedkey storaggusing AES 256 bit encryption, see Sec8i@dnl) and key access
following the PKCS #11 standard.

(8) Destruction of cryptographic keyspsrformed in one of three ways as described below in
accordance with the PKCS #11 and FIPS PUB dté@dards:

a. An object ora Lunacryptographic modulghat is destroyed using the PKCS #11 function
C_DestroyObjeds marked invalid and remains encrypted with the Partition User's key
oralunacryptographicmodul®@da ISy SN} f &ASONBG (Seé& dzy At ad
locations (flash or RAM) are-edlocated for additional data oalLunacryptographic
module at whichtime they are purged and zeroized beforeakocation.

b. Objects oraLunacryptographic modul¢hat are destroyed as a result of authentication
FILAEfdzNB FNB T SNRAT SR o6Fftf FflakK o6f201a Ay
an SO authentideon failure, all flash blocks used for key and data storage laima
cryptographic modulare zeroized.

c. Objects ora Lunacryptographic modul¢hat are destroyed through C_InitToken (the
SOaccessible command to initializd_unacryptographic modulavalable through the
API) are zeroized, along with the rest of the flash memory being used by the SO and
Partition Users.

Keys are always stored as secret key or private key objects with the Sensitive attribute set. The key

value is, therefore, stored in €nNE LJG SR T2 N)XY dzaAy3d &B&RekeydUSKaid t I NI A G )
the Master Tamper Key (MTK) stored in thelmard coprocessor chip Access to keys is never

provided directly to a calling application. A handle to a particular key is returnedahdiecused by

the application in subsequent calls to perform cryptographic operations.

Private key and secret key objects may be imported &nwodule using the Unwrap, Unmask (if cloning
and unmasking arenabled at themodulelevel) or Derive operationnder the control of the Access
Control Policy. Any externalbet attributes of keys imported in this way are ignoredalsgodule and
their attributes are set bymodule to values required by the Access Control Policy.

3.6.1 Key Cloning

Key cloning is a Lumsoduct feature that uses a orAame, 3-key TripleDESey as a session key to
encrypt an object being transferred from one Luna module to another. Objects transferred using the
cloning protocol may be keys, user data, or module data. TFipte DESses$on encrypting key is
obtained by combining the 24 byte cloning domain value (randomly generated by the module) with
random onetime data generated by source and target modules and exchanged using RSBa4e€6
transport.
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3.6.2 Key Mask/Unmask

Key masking islauna product feature that uses a 266 AES key, which is unique to the module, to

encrypt a key object for output in a way that ensures the key can only be imported, by unmasking, into

the module from which it originally came or one that has beeniditiallS R G2 O2y Gl Ay GKS
1S58 F2NJ GKS Y2RdzZ So ¢CKS 1S@& Ylal 2LSNIGA2y GF 1S
validated AES implementation to create the masked key output.

Qx¢

a

The key unmask operation takes a masked (encrypted) key objagias performs the necessary
decryptions inside the module and returns a handle to the imported key.

b23S (GKIFG F2NJo2GK YlFal FYyR dzyYlal 2LSNIaGA2yas (K
behalf) never has access to the actual key vatumsly handles assigned to the key objects in the
module.

3.6.3 Key Wrap/Unwrap

The key wrap operation encrypts a key value for output, using either an RSA public key (only if wrapping
a symmetric key) or a symmetric key to wrap either another symmetric key asyanmetric private
key.

The unwrap operation takes as input an encrypted key value and a handle to the key that was originally
used to do the wrapping. It decrypts the key value, stores it in the module as a key, abgbcgturns
the handle to the impaded key.

b2dS GKFd F2NJ 620K oNI LI YR dzy g NI LI 2LISNF dAz2yas GK
behalf) never has access to the actual key vatumsly handles assigned to the key objects in the
module.
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3.7 Cryptographic Operations

Because oft$ generic nature, the modui&cryptographic ceprocessor andirmware support a wide
range of cryptographic algorithms and mechanisms. The approved cryptographic functions and
algorithms that are relevant to the FIPS 12@alidation are the following:

1. Symmetric encryption/decryptiontriple DESL12 bit$? and 168 bits §P 80&67).
2. Symmetric encryption/decryption: AES 128, 192, 256 bits (FIPS PUB 197).

3. Signature generatio(FIPS PUB36-4): RSAR0483072bits (PKCS #1 V1.5) wBiA
224, SHAR56, SHA84, SHA12, RSR0483072bits (PSS) witBHA224, SHA56,
SHA384, SHA12, RSR0483072bits (ANSIX9.31) withSHA224, SHA56, SHA84
and SHA512, DSA20483072bits with SHA224, SHA56; ECDSA witBHA224, SHA
256, SHA384, SA-512

4. Signatureverification(FIPS PUB36-4): RSAL024-3072 bits (PKCS #1 V1.5) with SHA
SHA224, SHA56, SHA84, SHA12, RSA0243072 bits (PSS) with SHASHA224,
SHA256, SHA384, SHA12, RSA0243072 bits ANSIX9.31) withSHAL, SHA224,
SHA256, SHA84and SHA512 DSAL024-3072 bits with SHA, SHA224, SHA56;
ECDSA with SHIA SHA224, SHA56, SHA84, SHA12.

5. Signaturegeneration(FIPS PUB 185: RS/&Z0484096 bits with SHR24,SHA256,
SHA384, SHA12.

6. Signatureverification(FIPS PUB 189: RSA 1024096bits with SHAL, SHA224, SHA
256, SHAB84, SHA12; DSA 1024 bits with SHA

7. Hash generation SHR SHA224, SHA56, SHAB84, SHA12 (FIPS PUB 18D

8. Keyed hash generation HMAC using SHASHA224, SHAR56, SHA84, $IA512
(FIPSPUB 194l1).

9. Message authenticatiofiriple DESVIAC (FIPS PUB 1Hs)Jd CMAC (NIST SP &3B).
10. DeterministicRandomBit Generation(DRE5) (NISTSP 80B0A section 10.2.1

22To use the twekey TripleDES algorithm to encrypt data or wrap keys in an Approved mode of
operation, the module operator shall ensure that the same#ey TripleDES key is not used for
encrypting data (or wrapping keys) with more thaf @aintextdata (or plaintext keys)Please refer to
Section 2 of SP 8AIB1A for restriction information regarding its use until December 31, 2015.

2 0nly keys of 112 bits or greater are allowed in FIPS mode when using-SINAIC
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Table3-4. Approved Security Functions for SafeXcel 3120

Approved Security Functions Certificate No.

Symmetric Encryption/Decryption

AES:(ECB, CBC, GCM); Encrypt/Decrypt; Key Size = 128, 192, 256) 2664
Triple-DES(TECBTCBC); Encrypt/Decrypt KO 242) 1598
Hashing

SHAL, SHA224, SHA56, SHA84, SHA12 (Byte Only) 2237

MessageAuthentication Code

HMAGSHA125, HMAGSHA224, HMAESHA256, HMACSHA384, HMAECSHAS12 1655
TripleDES MAOésed on Certificate Nal598 Vendor Affirmed
Asymmetric

RSA:

FIPS18@: ALG[ANSIX9.31]; KEYGEN(Y); (MOD: 2048, 3072, 4096 PubKey Values: 3, 1S\G%5a&7);

(MOD: 2048, 3072, 40965IG (ver) (MOD: 1024, 1536, 2048, 3072, 4@9683]RSASFKCS1_V1_5]; 1369

SIG(gen)MOD: 2048, 3072, 40965IG(ver); (MODL024, 1536, 2048, 3072, 409ALG[RSASESS]; SIG(ge
(MOD: 2048, 3072, 40963IG (verjMOD: 1024, 1536, 2048, 3072, 4096)

DSA:

FIPS864: PQG(gen): [ (2048,224)SHAQ24); (2048,256BHARS6); (3072,2565HA( 256 ); |
KEYGEN[ (2048,224); (2048,256) (3072,256) ] 804
SIG(gen): [ (2048,224) SHA( 224 ); (2048,256) SHA( 256 ); (3072,256) SHA( 256 ); |

SIG(ver): [ (1024,160) SHA( 1); (2048,224) SHA( 224 ); (2048,256) SHA( 256 ); (3072,256) SHA( 256

ECDSA:

FIP386-4: PKG CURVES (R4; RP256; R384) Testing Candidates
SIG(gen)CURVES (R4: (SHAR24) R256: (SHAR24, 256); FB84: (SHAR24, 256, 384)
SIG(ver)CURVES ¢12: (SHA); R224: (SHAL, 224); P256: (SHAL, 224, 256) B384: (SHAL, 224, 256384)

461

Random Number Generation

NIST SP 8680ADRBG (CTR) AESS 428

24To use the twekey TripleDES lgorithm to encrypt data or wrap keys in an Approved mode of
operation, the module operator shall ensure that the same#ey TripleDES key is not used for
encrypting data (or wrapping keys) with more thaf @aintext data (or plaintext keyspPleaseefer to
Section 2 of SP 8AIB1A for restriction information regarding its use until December 31, 2015.

25 0nly keys of 112 bits or greater are allowed in FIPS mode when using-SINAIC
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Table3-5. Approved Security Functions for Firmware Implementation

Approved Security Functions Certificate No.

SymmetricEncryption/Decryption

AES:(ECB, CBC, OFB, CFB8, CFBT28); Encrypt/Decrypt; Key Size = 128, 192, 256) 2668
Triple-DES(TECBTCBC, OFB, CFB8, CFB64); Encrypt/Decrypt KO 1,2) 1600
Hasling

SHA1L, SHA?24, SHA56, SHAB84, SHA12 (Byte Only) 2241

MessageAuthentication Code

HMAGSHA1?%7, HMAGSHA224, HMAESHA256, HMAESHA384, HMAESHA512 1659
Triple DES MAésed on Certificate Nal600 Vendor Affirmed
AESCMA(QKey Sizes Tested: 12B92 256) 2668
Asymmetric

RSA:

FIPS18@: [ANSIX9.31]; KEYGEMWOD: 2048, 3072, 4096 PubKey Values: 3, 17, 65,537 ); SIB(l4O):
2048, 3072, 4096); SIG (ver) (MOD: 1024, 1536, 2048, 3072, 4096); (REASIAV1_5]; SIG(gévDD: 2048,
3072, 4095; SHAZ24, 256, 384, 512B1G(ver); (/@D: 1024, 1536, 2048, 3072, 4D9BHA(L, 224, 256, 384, 512)
[RSASSRSS]; SIG(ge(YOD: 2048, 3072, 4096SHA(224, 256, 384, 512); SIG(ver); (MOD: 1024, 1536, 204¢
3072, 4096) SHA(L, 224, 256, 384, 512))

FIPS 188k 1372
KEY(genfANSIX9.31(MOD: 2048, 307251G(gen) (MOR2048 SHAR4, 256, 384, 512): 3072); SI2&4, 256,
384, 512) SIG (ver) (MOD: 1024 SHA(L, 224, 256, 384, 512); 2048 SHA(L, 224, 256, 384, 512); 3072); SHA
256, 384, 512)); [RSASBKCS1_V1_5]; SIG(géMDD:2048 SHAZ24, 256, 384, 512); 3072); SI2A4, 256, 384,
512); SIG(verj]MOD: 1024SHA(1224, 256, 384, 512); (2048 SHA(L, 224, 256, 384, 512); 3072; SHA(1, 224,
384, 512); ALG[RSASBSS]; SIG(gefflOD:2048 SHAR4, 256, 384, 512); 3072); SI224, 56, 384, 512);
SIG(ver); (MOD: 1024 SHA(L, 224, 256, 384, 512), 2048 SHA(L, 224, 256, 384, 512), 3072 SHA(L, 224, 25
512))

DSA:

FIPS18@: SIG(ver) MOD (1024)

FIPS864:

KEYGEN[ (2048,224); (2048,256); (3072,256) |

SIG(gen): [ (2048,224)SHAQR24); (2048,256) SHA( 256 ); (3072,256) SI5A] |

SIG(ver): [ (1024,160) SHA( 1 ); (20224)SHAQ24); (2048,256) SHA( 256 ); (3072,256) Si54] |

808

26 To use the twekey TripleDES algorithm to encrypt data or wrapykeén an Approved mode of
operation, the module operator shall ensure that the same#ey TripleDES key is not used for
encrypting data (or wrapping keys) with more thaf @aintext data (or plaintext keysPlease refer to
Section 2 of SP 8AIB1A br restriction information regarding its use until December 31, 2015.

270nly keys of 112 bits or greater are allowed in FIPS mode when using-SINAIC
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Approved Security Functions Certificate No.

ECDSA:

FIPS18@: PKGCURVES(224 RP256 P384 P521 k233 k283K-409 K571 B233 B283 B409 B-571)
SIG(ver)CURVES(M2 R224 R256 R384 R521 k163 k233 k283 k409 k571 B163 B233

B-283B-409 B571)

FIP386-4: PKGCURVES(R4 RP256 P384 R521 k233 k283 K409 K571B-233 B283 B409 B-571) Testing
Candidates

SIG(gen)CURVES(R4: (SHAR24, 256, 384, 512)-P56: (SHA?24, 256, 384, 512)-884: (SHAR24, 256, 384,
512) P521: (SHAR24, 256, 384, 512)

K-233: (SHAR24, 256, 384, 512)K83: (SHA24, 256, 384, 512}409: (SHAR?24, 256384, 512) 464
K-571: (SHAR24, 256, 384, 512)-B33 (SHA24, 256, 384, 512)-B33: (SHAR24, 256, 384, 512)-809: (SHAR24,
256, 384, 512)371: (SHAR24, 256, 384, 512)

SIG(ver)CURVES(B2: (SHA, 224, 256, 384, 512)y224: (SHAL, 224, 256, 384,12) R256: (SHAL, 224, 256,
384, 512) PB84: (SHAL, 224, 256, 384, 512}321: (SHAL, 224, 256, 384, 512)

K-163: (SHAL, 224, 256, 384, 512}233: (SHAL, 224, 256, 384, 512)283: (SHAL, 224, 256, 384, 512)409:
(SHAL, 224, 256, 384, 512)%71:(SHAL, 224, 256, 384, 512} H3: (SHAL,

224, 256, 384, 512)-B33 (SHAL, 224, 256, 384, 512}33: (SHAL, 224, 256, 384, 512)

B-409: (SHAL, 224, 256, 384, 512)}%1: (SHAL, 224, 256, 384, 512)

Key Agreement Scheme

ECC: ASSURANCES)

SCHEMEREphemeral Unified KARole(s): Initiator / Responder )

( (EB:P-224 SHA224 SHA256 SHA384 SHA512 ) ECP-256 SHA256 SHA384 SHA51) (ED:P-
384 SHA384SHA512 )EEP-521)]

[ OnePassDKINo_KC[N/A] ) ( KARole(s): Initiar / Responder ) 44

(EB:P-224 SHA224 SHA256 SHA384 SHA512 HMAC )
(ECP-256 SHA256 SHA384 SHA512HMAC ) ED:EP-384 SHA384 SHA512 HMAC )
(EEP521 )]

Key Derivation

NIST SP 8em08 (Counter Mode) 15

Table3-6. Allowed Security Functions for Firmware Implementation

Allowed Security Functions

Key Agreement

Diffie-Hellman (key agreement; key establishment methodology provide®i128bits of encryption strength

Key Transport

RSA (key wrapping; key establishment methodology provides betdvE2and 152 bits of encryption strength)

AES (key wrapping; key establishment methodology provides between 128 ahit266encryptiorstrength)

TripleDESkey wrapping; key establishment methodology provides 112 bits of encryption strength)
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NonFIPS Approved security functions are not available for use when the module has been configured to
operate in FIPGpproved mode, see sectid2.

Table3-7. NonFIPS Approved Security Functions

Non-FIPS Approved Security Functions

Symmetric Encryption/Decryption

DES

RC2

RC4

RC5

CAST5

SEED

ARIA

Hashing

MD2

MD5

HAS160

MessageAuthentication Code

AES MAC (nenompliant)

DESMAC

RC2MAC

RC5MAC

CASTHMAC

SSLaVID5-MAC?E

SSLBHAIMAC?®

HMAC (Cert #1659, Cert #16§5on-compliant less than 112 bits of encryption strength)
Asymmetric

KCDSA

RSA 509

RSA (Cert #1369, Cét1372¢ non compliant less than 112 bits of encryption strength)
DSA (Cert #804, Cert #8@810n-compliant less than 112 bits of encryption strength)
ECDSA (Cert #461, Cert #464on-compliant less than 112 bits of encryption strength)
Generate Key

DES

RC2

RC4

RC5

CAST5

28 Used by the TLS protocol. TLS has not been reviewed or tested by the CAVP or the CMVP.

29 Used by theTLS protocol. TLS has not been reviewed or tested by the CAVP or the CMVP.
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SEED

ARIA

GENERISECRET

SSL PREASTER

Key Agreement

ECC (norcompliant less than 112 bits of encryption strength)

Diffie-Hellman (key agreement; key establishment methodology; roompliant less than 112 bits)

KeyTransport

RSA (key wrapping; key establishment methodology; roampliant less than 112 bits of encryption strength)

Entropy Source

Hardware Random Number Generator (freanning local oscillators)

3.8 Selftests

The module provides selésts on powetup and on request to confirm the firmware integrity, and to
check the random number generator and each of the implemented cryptographic algorithms.

Table3-8. Module SeHlTests

Test When Performed Where Perforned Indicator
Boot loader performs a SHRAintegrity check of the Poweron Firmware Module half*
firmware prior to firmware start
ECDShtegrity check of the binary running on the Poweron Hardware Module halt
hardware
DRBG Instantiate Functiomé{vn Answer Test (KT) Poweron Hardware Module halt
DRBGGenerate Function KAT Poweron Hardware Module halt
DRBM®Reseed Function KAT Poweron Hardware Module halt
DRBG@Jninstantiate Function KAT Poweron Hardware Module halt
TripleDEXKATE (e / d) Poweron/Request Firmware /Hardware | Module halt / Error Hal?
SHA1 KAT Poweron/Request Firmware / Hardware | Module halt / Error- Halt
SHA224 KAT Poweron/Request Firmware / Hardware | Module halt / Error Halt
SHA256 KAT Poweron/Request Firmware/ Hardware | Module halt / Error Halt
SHA384 KAT Poweron/Request Firmware / Hardware | Module halt / Error Halt
SHA512 KAT Poweron/Request Firmware / Hardware | Module halt / Error Halt
HMAC SHA KAT Poweron/Request Firmware / Hardware | Module halt/ Error- Halt
HMAC SHAR24 KAT Poweron/Request Firmware / Hardware | Module halt / Error- Halt
HMAC SHA&56 KAT Poweron/Request Firmware / Hardware | Module halt / Error Halt

%0Used by the TLS protocol. TLS has not been reviewed or tested by the CAVP or the CMVP.

aDetails of the failure can be obtained from the dpalt following a module halt.

32 An error message is output, the cryptographic module halts, and data output is inhibited.
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Test When Performed Where Perforned Indicator

HMAC SHAR84 KAT Poweron/Request Firmware / Hardware | Module halt / Error Halt
HMAC SHA12 KAT Poweron/Request Firmware / Hardware | Module halt / Error Halt
RSAsiggenKAT Poweron/Request Firmware / Hardware | Module halt / Error- Halt
RSA siger KAT Poweron/Request Firmware / Hardware | Module halt / Error Halt
DSAsiggen KAT Poweron/Request Firmware / Hardware | Module halt / Error Halt
DSA sigger KAT Poweron/Request Firmware / Hardware | Module halt / Error- Halt
Diffie-Hellman KAT Poweron/Request Firmware Module halt / Error Halt
AES KATSs (e /d) Poweron/Request Firmware / Hardware | Module halt / Error Halt
AESGCM KAT Poweron/Request Firmware / Hardware | Module halt / Error- Halt
ECDH KAT Poweron/Request Firmware Module halt / Error Halt
ECDSA sigen KAT Poweron/Request Firmware /Hardware | Module halt / Error Halt
ECDSA siger KAT Poweron/Request Firmware / Hardware | Module halt / Error- Halt
KDF KAT Poweron/Request Firmware Module halt / Error Halt
DRBG catiitional tests Continuous Firmware / Hardware | Error- Halt
HRNGonditional tests Continuous Firmware / Hardware | Error- Halt

RSA Pairwise consistency test (asymmetric key pai On generation Firmware / Hardware | Error

DSA Pairwise consistency test (asymmetric key pa| On generation Firmware / Hardware | Error

ECDSA Pairwise consistency test (asymmetric key | On generation Firmware / Hardware | Error

pairs)

Firmware load tesf4096bit RSAsig ver)

On firmware update
load

Firmware

Error¢ module will continue with
existing firmware

While the module is runninBowerOn Self Tests (POST) all interfaces are disabled until the successful

completion of the selests.

3.9 Firmware Security

The Firmware Security Policy assumes that any firmware images loaded in conformance with the policy

have been verified by SafeNet €énsure that the firmware will function correctly. The policy applies to
initial firmware loading and subsequent firmware updates.

The module shall not allow external softwéte be loaded insidéts boundary. Only properly
formatted firmware may be loaded. The communication of initial or updated firmware to a target

module shall be initiated by a SafeNet module dedicated to that function. Firmware shall be digitally

signed using the SafeNet Manutaing signature key and encrypted using a secret key ¢hatbe
derived(based on an internally held secret kdy)the receiving module for decryptiolRSA (4096 bits)
PKCS #1 V1.5tlv SHA256 is used as the approved signature meth@tie unencryptedirmware must
not be visible outsidea module before, during and after the loading operation.

s External software means any form of executable code that has been generated by anyone other than

SafeNet and has not been properly formatted and signed as antegétiSafeNet firmware image.
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TheBoot Loadeshall providean integrity checko ensurethe integrity of the firmwareand to ensure
the integrity of any permanent securiyritical data stoed withina cryptographiomodule.

3.10 Physical Security

The Luna cryptographic modukea multi-chip standalonemodule as defined by FIPS PUB-24t&ction

4.5. The moduldsenclosed ira strongmetal enclosure that providetamperresponse Anytampering
GKIFG YAIKEG O2YLINBYAAS | Y2RdzZ SQa & GmpaNkidedt A4 R
labekonthe module Refer to Section 3.10.1 Tamper Evident Labels for more information on the
tamper evident labels.

Opening or removing the enclosure will cause a tamper signal and the module will respond as described
below. Within the metal enclosure, hard opaque epoxy covers the circuitry of the cryptographic

module. Attempts to remove thigpoxy will cause sufilent damage to the cryptographic modude

that it is rendered inoperable.

TheY 2 Rdzf $Q& Sy Of 2 & dahkBal inspectignldf thie dieviceldesig\ Bhsicad piobing of the
device and attempts to access sensitive data on individual componettis okvice.

The plaintext Critical Security ParametéCSB) stored inside the modulare the Master Tamper Key
(MTK), the Key Encrypiin Key (KEK) and the Token/Module Variable Key (Wi} is used to
implement the auteactivation feature. The MTK is stored in the battefyacked RAM in the security-co
processor chip and the KEK aidKarestored inli K S Y 2bRturfy-8i€kéd RAM The MTK and TVK
are erasedin the event of a tamper detection from trenclosuretamper signal The KEK is erased
when a decommission signal is received.

The module also senses and responds teafttange temperature and voltage conditions. In the event
that the module senses an owuf-range temperature or voltage, it will clear all working memory and

halt operatims. It can be reset and placed back into operation when proper operating conditions have
been restored.
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3.10.1 Tamper Evident Labels

CKSNE INB Gg2 G YLISNI SOARSYyG f10Sta dzaSR 2y
side of the enclosure anohe covering a screw on the rear side of the enclosure.

Figure3-2. Tamper Evident Label Locations

Four variants of tamper evident labels have been evaluated for use with this modWSENEALTO,
TEESAFENET, FEAFENEZ and TEITRAC. Any of these tamper evident labels can be used in the
FIPSralidated configuration of the module. Referttee photographs in Table-3 to identify the
different tamper evident label variants.

TEEGEMALTO TEESAFENET TEESAFENEZ TEETRAC

12345678

S
[T IR mm @ .

| By: Date:

Table3-9. TELGEMALTO, THAFENET, FEAFENEZ and TETRAC Tamper Evident Labels

Tamper evident labels are applied to the module during the manufacturing process. The Security
Officer should perform a visual inspection of the tamper evident labels for evidence of tamper.

HE
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3.10.2 Secure Recovery

When the MTK is created within the secuityprocessor chip, two splits are also createdne split is

held withinthe caLINE OSa a2 NJ ' yR (KS 2GKSNJ A& LI aasSR (2 GKS )
then be written out to iKey (Purple Key) tokens, using the M of N feature. These iKepswreak

Secure Recovery Keys (SRHKf a tamper event occurs, it is possible to return the module to operation,

after ensuring the tamper condition has been cleared, by recovering the MTK from the internal split and

the value(s) stored on the external ISKey token(s). The Secure Recovery feature can also be used to

enable secure shipment of the module. This is done by invokingpéographic moduleommand that

RSt A0SNIGStfte SNrasSa GKS ac¢yY |yR Tt 3an, ratkeSthad LIS NI { A
an actual tampereventt KA & Sy adz2NBa GKFd (GKS Y2RdzZ SQa aSyaiidirg
protected and the module cannot be used in a malicious fashion while it is en route to its destination.

At the receiving site, the module can pat into operation using the Secure Recovery feature

3.11 EMI/EMC
The module conforms to FCC Part 15 Class B requirements for home use.
3.12 Fault Tolerance

If power is lost taeamodule for whatever reason, the module shall, at a minimum, maintain itself in a
state that it can be placed back into operation when power is restored without compromise of its
functionality or permanently stored data.

Amodule shall maintain its secure stét@ the event of data input/output failures. When data
input/output capabilily is restored the module will resume operation in the state it was prior to the
input/output failure.

3.13 Mitigation of Other Attacks
3.13.1 External Protection

The external metal enclosure of the G5 has a lid removal detection mechanism which, when triggered
will cause a tamper event to be communicated to the cryptographic module. When the external tamper
signal is asserted the NVRAM in hafeXceB120 device is zeroized.

Timing attacks are mitigated directly Bynodule through the use of hardware acceleratoipshwith
built-in protection against such attacker cryptooperations. The use of hardware acceleration
ensures for examplethat all RSA signature operations complete in very nearly the same time,
therefore making the analysis of timing differengeslevant. RSA blinding may also be selected as an

A secure state is one in which either a Luna cryptographic module is operational and its security policy
enforcement is functioning correctly, or it is not operational and all sensitive material is stored in a
cryptographicdly protected form on a Luna cryptographic module.
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option to further mitigate this type of attack.
3.13.2 Environmental Protection

While in operation the G5 will monitor the card input voltage, temperature, and battery state.

The G5 monitors input voltage theé CCA. The upper voltage limit is 12.7V. Aboard voltages are
derived from the 12V input.

The G5 monitors the operating temperature of the assembly. Temperature excursions outside the
0 degrees Celsius to 60 degrees Celsius range are signaled as an exception to both the CPU and the
SafeXcel 3120.

In the event that both power and the battery are removed, the G5 will zeroize the SafeXcel 3120
NVRAM.
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APPENDIX A. SECURITY POLICY CHECKLIST TABLES

TableA-1. Roles and Required Identification and Authentication

Role Type of Authentication Authentication Data

Security Officer Identity-based Level 3 Authentication token(PED Keg one per module)
plus optional PED PIN

Audit Officer Identity-based Level 3 Authentication token (PED Keyne per module)
plus optional PED PIN

Crypto Officer Identity-based® Level 3 Authentication token (PED Keyne per user) plus
optional PED PIN, plus optional Challenge Secret for th&r

Crypto User Identity-based Level 3 Authentication token (PED Keyne per user) plus
optional PED PIN, plus optional Challenge Secret for the r

Public User Not required N/A

TableA-2. Strengths of Authentication Mechanisms

Authentication Mechanism

Strength of Mechanism

PED Key (Level 3) plus PIN

48 byte random authentication data staten PED key plus PIN
entered via PED key pad (minimum 4 bytds)s obvious that the
probability of guessing the authentication data in a single attempt
in 2884 With login failure thresholds of 3 for SO and configurable
from 1 to10 (default 10) for users, this enswgthe FIPS 140
required thresholds can nevée reached.

Challenge Secret (Level 3)

Default16 character random stringminimum 7 character string).
The probability of guessing the challenge secret in a single attemp
1in 62 (approximately 3.5 x 28). With login failure thresholds of 3
for SO and configurable from 1 1@ (default 10) for users, this
ensuresthe FIPS 14Q required thresholds can never be reached.

All services listed in Table®can be accessed in FIPS and-BtS mode. The services listed in Table A

3 use the securit functions listed in Table-®, Table 3, Table &%, and TableJ. When the module is
operating in FIR&pproved mode as described in Section 3.2, the-R*S Approved Security Functions
in Table 37 are disabled andannot be used for these serviceBhe nonApproved functions in Table 3
7 can only be accessed through the services when the module is iRIR& Approved mode.

sThe Crypto Officer and Crypto User both apply to the same patrtition, i.e., identity. They are
distinguished by different challenge values representing the two different roles.

36 |f activation or auteactivation is enabled, challenge secret is required in FIPS mode.
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TableA-3. Services Authorized for Roles

Role Authorized Services

Security Officer Show Status, Selést, Initialize Module, Configure Module Policy, Create Partition, Configure Partition
Policy,Zeroize, Firmware Update

Audit Officer {K2¢ {GFGdzAZ LYAGAFEATS YR /2y TFTAIdzNBE { SOdzkS
Audit Log Files, Import and Export Secure Audit Log Files, Synchronize Module Clock with the Clock
Host System, Import and Export the Wrapped Secure Audit Logging KeyS8tunsAudit Log Status.

Crypto Officer Show Status, Setést, Key ad Key Pair Generation, Symmetric Encrypt/Decrypt, Asymmetric
Signature/Verification, Symmetric & Asymmetric Key Wrap/Unwrap, Symmetric & Asymmetric Key
Mask/Unmask, Store Data Object, Read Data Object, Partition Backup and Restore

Crypto User Show StatusSelftest, Symmetric Encrypt/Decrypt, Asymmetric Signature/Verification, Store Data Obj
Read Data Object

Public User Show Status, Selést, Store Public Data Object, Read Public Data Object

TableA-4. Access Rights within Services

Service Cryptographic Keys and CSPs Role Type(s) of Access
Show Statu¥ N/A All N/A
Selftest N/A SO N/A
Crypto Officer
Crypto User
Public User
Initialize Module Authentication data via trusted path SO Write ¢ SOauthentication
data
Configure Module Policy Authentication data via trusted path SO Use®
Create Partition Authentication data via trusted path SO Write ¢ User authentication
data
Configure Partition Policy Authentication data via trusted path SO Use
Zeroize Authentication data, symmetric keys, asymmetric | SO Write, Erase
key pairs
Firmware Update MVKe® SO Use, Write (firmware only)

I K2g aill ddza A& LINPOGARSR o0& Ay@21Ay3a (KS aKay a&akKz,
It will display identifying information about the module suchatsel, serial number, firmware version,
etc., and state whether the module is in F&#roved mode.

sUUse means access to key material for use in performing a cryptographic operation. The key material is
never visible.

3 Public key value. See Tablé for its description.
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TableA-4. Access Rights within Services
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Service Cryptographic Keys and CSPs Role Type(s) of Access
Key and Key Pair Generation Symmetric keys, asymmetric key pairs Crypto Officer Write
Symmetric Key Wrap/ Unwrap Symmetric with RSA Crypto Officer Use, Write
Symmetric with Symmetric ECB mode

Asymmetric Key Wrap/ Unwrap | Asymmetric with Symmetric CBC mode Crypto Officer Use, Write
Symmetric Key Mask/ Unmask | Symmetric with AES 256 Crypto Officer Use, Write
Asymmetric Key Mask/ Unmask | Symmetric with AES 256 Crypto Officer Use, Write
PartitionBackup' Restore Symmetric keys, asymmetric key pairs Crypto Officer Transfef©
Symmetric Encrypt/Decrypt Symmetric keys Crypto Officer, Crypto | Use

User
Asymmetric Sigature RSA, DSA private keys Crypto Officer, Crypto | Use

User
Asymmetric Verification RSA, DSA public keys Crypto Officer, Crypto | Use

User
Store Data Object Non-cryptographic data Crypto Officer, Crypto | Write

User, PublicdUsert
Read Data Object Non-cryptographic data Crypto Officer, Crypto | Read

User, PublidUser?
Initialize Secure Audit Logging Symmetric keys Audit Officer Write
/ K y3S 1 dzZRA G h T Authentication Data via trusted path Audit Officer Read, Write
Configure SecurAudit Logging N/A Audit Officer Read, Write
Synchrorii S a2 RdzZf $Q& N/A Audit Officer Write
thetr aG aeadsSyQa
Verify, mport, and Export secure | N/A Audit Officer Read
audit log files
Showsecureaudit log status N/A Audit Officer Read
Import and Eport the Wrapped Symmetric keys Audit Officer Write, Read
Secure Audit Loggirey

s Transfer means moving a key using the cloning protocol from one cryptographic module to another.
41 The Public User has access to Public Data Objects only.

42The Public User has access to Public Data Objects only.
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